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 Course ~
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The Department of Commerce at St. John's College, Anchal, skillfully organized the add-on course
"Cyber Law Essentials" (COM. A22.1) to provide students with a comprehensive understanding of
cyber law, a vital facet of the digital age. This course delved into legal regulations and practices related
to the internet, IT Act and provisions of Cyber Law.

Under the guidance of Dr. Anu Varghese, a faculty member in the Department of Commerce,the
course was meticulously planned, covering various aspects of the IT Act, including sectionson cyber law
and cybercrimes. It extended over 30 hours, incorporating lectures, video sessions, and discussions
to establish a strong foundation in cyber law.

Starting on  January 4,2023. and concluding on March 19,2023, the course culminated ina
comprehensive final exam, including written assessments, case studies, and practical exercises.
Impressively, all students passed, reflecting their dedication and comprehension of the subject.
Certificates were awarded to acknowledge their expertise in cyber law, offering essential insights for
their academic journey at St. John's College, Anchal.
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“ADD-ON COURSE SYLLABUS

Cyher Law Essentials

' Name of Course Course COM. A22.1
\' Duration | 30 Hours
- Department offering the Course | Department of Commerce
| Faculty In Charge | Dr Anu Varghese
Number of Students Enrolled ‘ 25
Start Date & End Date " January 4, 2023 - March 19, 2023

Course Title: COM.A.22.1 Cyber Law Essentials Course
Description:

Cyber Law Essentials (COM.A.22.1) is an add-on course conducted by the Department of Commerce

at St. John's College, Anchal. This course provides an in-depth understanding of the legal aspects 2nc

regulations pertaining to the digital realm, including the internet and information technology

Participants will gain insights into the legal framework governing cyberspace, addressing issues

related to online transactions, data privacy, cybersecurity, intellectual property, and much more
Course Objectives:

7 Understand the fundamental concepts of cyber law and its significance in the digital age

» Explore the legal framework governing cyberspace, including international and national
regulations.

»~ Examine the legal implications of cybercrimes, cyberbullying, and online harassment.

» Comprehend the legal mechanisms for addressing  cybersecurity
challenges and breaches.

» Stay updated on recent developments and amendments in cyber laws.

Course Outcomes: At the end of the course, students should be able to:

<

» Understand and explain the core principles of cyber law and its applications
» Identify and analyse legal issues in the digital realm, offering practical solutions.
» Recognize and address cybercrimes and cyberbullying within a legal framework.
» Develop a basic understanding of legal aspects of cybersecurity.

Assessment and Certification:

~ Written Examinations: Participants will be assessed through written tests covering the

thedretical knowledge acquired during the course.
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% Course Completion Certificate: A certificate will be awarded upon successful completion of

the course.

5 Guest Lectures and Workshops: The course may include guest lectures and workshops

by legal experts and practitioners in the field.

Course Schedule and Duration:

The Cyber Law Essentials course will typicall
discussions, practical exercises, and assessments.
understanding of the legal aspects of the digital world a

skills to address.

hours, including lectures,

y be conducted over a span of 30
s with a comprehensive

It will provide participant
nd equip them with practical knowledge and

MODULE oA, N ~CONTENT | DURATION |
1 Introduction  to  Cyber « Definition and types of | 10 HRS ‘
Crimes. cybercrimes |
e Historical perspective of
cybercrimes ;
¢ Motivations behind |
cybercrimes
e Real-world case studies :
e Introduction to |
Information Technology |
Act, 2000
e Key legal provisions
related to cybercrimes ]
2. Financial Cybercrimes and e Phishing and online fraud | 10 HRS
Scams e Credit card fraud and
identity theft
e Money laundering and
cyber extortion
e Legal remedies for
financial cybercrimes.
3: Section 66A, 66B, and Online e Introduction to Section | 10 HRS
Communication Offenses 66A
¢ Offenses related to online
communication
e Case studies of Section
66A violations
o Legal challenges and .
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